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This systematic review examined differences in keystroke dynamics between individuals with mild cog-
nitive impairment (MCI) and healthy aging people. A search of Embase, Medline, Psychinfo, PubMed,
Web of Science, Google Scholar, and Cochrane Library from 2012 to June 2023 identified 4,847 articles.
After removing duplicates, 4,260 articles were screened based on abstract and title alone, resulting in
208 articles for assessing eligibility. Out of these 208 articles, five fully satisfied the inclusion and exclu-
sion criteria of this study. Each showed the feasibility of pause-related keystroke dynamics to differenti-
ate MClI from healthy aging as well as conventional neuropsychological assessments. However, the opti-
mal feature across keystroke dynamics could not be determined due to inconsistency in the analysis of
the five studies. Future studies should employ receiver operating characteristic curve analysis with a va-
riety of keystroke dynamics to determine if keystroke dynamics could be a potential surrogate for exist-

ing neuropsychological assessments.

Copyright © 2024, Taiwan Society of Geriatric Emergency & Critical Care Medicine.

1. Introduction

Mild cognitive impairment (MCI), a preclinical stage of Alzhei-
mer’s disease (AD), represents a pathological state beyond normal
aging, leading to memory and executive dysfunction.l The signifi-
cance of early intervention in AD need to monitor the transition from
MCI to AD stage.z_4 To date, it has primarily relied on conventional
neuropsychological assessments in clinics. Unfortunately, these as-
sessments generally often lack sensitivity in differentiating MCl from
healthy aging.z_4

In addition to cognitive decline, motor decline in patients with
MCI has been consistently reported.5 In a previous study, it was con-
firmed that poor performance in a motor task could serve a marker
to distinguish MCI from normal aging, demonstrating a sensitivity of
over 80% and a specificity of over 70%.57 This finding holds signifi-
cant clinical implications considering that the Montreal Cognitive
Assessment (MoCA), a typical screening tool for MCl, has a specific-
ity of less than 80%.3

Digital biomarkers using motor function-related data derived
from mobile devices have shown great promise.g'9 From this per-
spective, changes in typing and touching a computer keyboard or
smartphone have been examined and found to be significantly dif-
ferent between individuals with MCl and healthy aging people.7'10
Specifically, keystroke dynamics such as typing speed and remove
rate are significantly correlated with cognitive performance, identi-
fied as biomarkers of cognitive decline.”19712 o previous study re-
ported the possibility of distinguishing patients with MCI with more
than 80% accuracy using the time to press and release a button,°
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while another study showed the potential of using overall keystroke
speed and length of characters typed to discriminate MCI, achieving
a sensitivity of 89% and a specificity of 78%.”

However, most previous studies have employed different key-
stroke dynamics, limiting our understanding of the optimal digital
marker,1%1? Additionally, there is no consensus on the duration over
which keystroke dynamics should be collected. Consequently, there
is a lack of fundamental information to effectively utilize keystroke
dynamics as a digital biomarker for MCI. Therefore, this study per-
formed a systematic review of the literature to provide information
for the high ecological validity of utilizing keystroke dynamics as
biomarkers for MCl, specifically examining their discriminant power.

2. Methods

This systematic review was conducted in accordance with the
Preferred Reporting Items for Systematic Reviews and Meta-Analy-
ses (PRISMA). This study was prospectively registered at PROSPERO
(ID: CRD42023451551).

2.1. Search strategy and study selection

A literature search was completed on September 4, 2023, cover-
ing Embase, Medline, Psychinfo, PubMed, Web of Science, Google
Scholar, and Cochrane Library. The search aimed to identify relevant
literature on keystroke dynamics for MCl and healthy aging, span-
ning the period from 2012 to June 2023. The following keywords
were used: mobile device OR digital device OR smartphone OR com-
puter OR table AND keystroke OR keyboard OR key button OR key
AND detection OR classification OR discrimination OR screening AND


https://doi.org/10.6890/IJGE.202404_18(2).0001

Digital Biomarker for Mild Cognitive Impairment

mild cognitive impairment OR neurocognitive disorder OR cognitive
decline. Inclusion criteria were limited to studies published in English
or Korean.

The initial eligibility screening was independently conducted by
two reviewers, who assessed titles and abstracts of the identified
studies. Any disagreements between the two reviewers were re-
solved through discussion with a third-party expert.

2.2. Inclusion and exclusion criteria

This systematic review included studies that examined the im-
pact of MCl on keystroke dynamics. Keystroke dynamics, as per the
definition established in a previous study,10 were considered to en-
compass keystroke timing information and typing metadata. This in-
cludes sequences of timestamps of key presses and releases, as well
as the number of characters typed, gathered from various devices
such as mobile devices, tablets, computer keyboards, smartphones,
and so forth. There were no restrictions on the methods employed
for collecting keystroke dynamics. Studies that reported differences
in keystroke dynamics between normal aging subjects and patients
with MCl were included. Studies that enrolled healthy controls and
patients diagnosed with MCl were included.

Conversely, studies that investigated the feasibility of keystroke
dynamics without statistical analysis, with or without classification,
were excluded. Additionally, studies exclusively focused on the de-
veloping software or applications to capture keystroke dynamics
were excluded. Grey literature, including unpublished data, confer-
ence proceedings, and dissertations, was also excluded. Two re-
viewers independently applied the inclusion and exclusion criteria
to each study and then finally selected studies.

2.3. Quality assessment of evidence

To assess methodological quality, the quality assessment tool
adopted from the National Institutes of Health/National Heart, Lung,
and Blood Institute was used considering that this systematic review
included prospective cohort studies. After answering 14 questions of
the tool, the quality of each study was estimated as poor (0—4 out of
14), fair (5-10 out of 14), or good (11-14 out of 14) in accordance
with a previous study (Table 1).13 Detailed criteria were presented in
Supplementary Material 1.

2.4. Data extraction

Two authors extracted data from the finally selected studies.
The extracted features from studies included were as follows: (1) first
author and publication year, (2) general characteristics of partici-
pants in individuals with MCI and healthy controls, (3) diagnostic
methods, (4) experimental protocol of data collection such as collec-
tion setting and duration, (5) keystroke dynamics features, and (5)
statistical results (t-value, accuracy, sensitivity, specificity, or area
under the receiver operating characteristics curve). Any disagree-
ments between the two reviewers were resolved through discussion.
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3. Results
3.1. Study selection

The PRISMA flow chart for the study selection process is pre-
sented in Figure 1. A total of 4,847 articles were identified from the
initial database searches. After removing duplicates, titles and ab-
stracts of the remaining 4,260 articles were reviewed by two inde-
pendent reviewers for preliminary screening. Of these, five articles
that met the inclusion criteria were finally selected.

3.2. Characteristics of included studies

A total of 157 subjects, ranging in ages from 66.2 to 81.12 years,
were included. To compare differences in keystroke dynamics be-
tween healthy controls and patients with MCl, age-matched subjects
with normal aging were selected from the included studies, with the
exception of one study that did not provide information on the ages
of subjects. Patients with MCl in the included studies were diag-
nosed according to Petersen’s criteria, except for one study that did
not report the selection criteria. In addition to the presence or ab-
sence of cognitive impairment, the inclusion criteria also consider
typing experience, specifying that subjects had used a smartphone
or computer for at least a year, or were regular users who used them
at least once a week (Table 2).

3.3. Keystroke dynamics

Only one study collected keystroke dynamics in-the-clinic, while
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Figure 1. Flow chart of the study selection process.

Table 1

Single-hierarchy evidence model.
Study a1 Q2 Q3 Q4 Qs Q6 Q7 Qs Q@ Q10 Qi1 Q12 Q13 Q14 Quality
Vizer et al., 2015" o] o] o] o} X o] o) NA o] X o] NA o] X Fair
Stringer et al., 2018’ o] o] o] o} X o] o] NA o] X o] NA o] X Fair
Ntracha et al., 2020" o] o] o] o} X o] o] NA o] X o] NA o] X Fair
Waes et al., 2017" 0 X o o] X 0 0 NA 0 X 0 NA 0 X Fair
Stringer et al., 2023" o] o] o] o} X o] o) NA o] X o] NA o] X Fair




Table 2 &
Characteristics of the studies included in the systematic review and meta-analyses.
Author and ) ) . ) ) ) . )
year Subjects Typing experience Setting Duration Keystroke features Comparison  Statistical analysis Results
Vizer et al., HC At least one year In-the-wild 4 sessions lasting 20 Device: desktop computer keyboard Linguistic ROC curve [Keystroke dynamics]
2015" N: 21 to 45 minutes Capture: Specially developed recording features AUC: NS (p = 0.058)
Mean age: 79.2 software [Linguistic features]
MCI (Peterson) Types: total duration, timer per key, pause AUC: NS (p = 0.40)
N: 17 rate, pause duration, keystroke rates
Mean age: 81.1
Stringer et al., HC Regular computer  In-the-wild  Single session lasting Device: desktop computer keyboard ACE-IIl ROC curve [Keystroke dynamics]
2018’ N: 24 users (defined as or In-the- approximately 2 Capture: specially developed recording Ecog scale AUC: 0.80to 0.91
Mean age: 71.0 using a laptop or clinic hours software TMT-B Sensitivity: 0.84 to 0.89
MCI (Peterson) desktop at least Feature: number of pauses per min, keystroke Specificity: 0.66 to 0.78
N:17 once a week) per min [ACE-III]
Mean age: NS AUC: 0.85
Sensitivity: 0.81
Specificity: 0.87
[Ecog]
AUC: 0.82
Sensitivity: 0.95
Specificity: 0.62
[TMT-B]
AUC: 0.83
Sensitivity: 0.90
Specificity: 0.62
Ntracha etal., HC At least one year In-the-wild 6 months Device: smartphone touch keyboard Linguistic ROC curve [Keystroke dynamics]
2020"° N:12 Capture: commercial app ("type of mood") features k-Nearest AUC: 0.63 t0 0.86
Mean age: 66.2 Feature: time per key, pause duration Neighbors Sensitivity: 0.60
MCI (NS) Logistic Regression  Specificity: 0.90
N:11 Random Forest [Linguistic features]
Mean age: 67.2 Convolutional AUC: 0.60
Neural Networks Sensitivity: 0.40
Specificity: 0.80
[Ensemble model]
AUC: 0.65 to 0.75
Sensitivity: 0.40 to 0.60
Specificity: 0.90
Waes et al., HC Basic computer In-the-clinic ~ Single session lasting  Device: desktop computer keyboard None ANOVA F-value: 25.4 to 35.7 (p < 0.001)
2017" N: 20 keyboarding skills approximately 15 Capture: commercial software (Inputlog) MCI patients revealed longer %
Mean age: NS (NS for periods) min Feature: pause duration pause time than healthy >
MCI (Peterson controls §
and DSM-IV) -
N: 12 x
Mean age: NS g
=~
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Table 2. Continued.
Author and

year

Results

Statistical analysis

Comparison

Keystroke features

Typing experience Setting Duration

Subjects

Regression analysis [Keystroke dynamics]

ACE-IIl

Device: smartphone touch keyboard

In-the-wild 7 to 9 months

Regular computer

users (defined as
using a laptop or

desktop at least

HC

Stringer et al.,
2023"

B-value: 0.63 (p < 0.001)
MCI patients had slower

Doors and

Capture: specially developed recording

N: 12

People Test

DSB test
FCRST

software (Software Architecture for
Mental Health Self-Management,

SAMS)
Feature: time per key

Mean age: 66.2
MCI (Peterson)

N: 11

keystroke speed than healthy

controls

once a week)

[ACE-II]

Ecog scale
FCRST

Mean age: 67.2

B-value: 5.85 (p < 0.01)
[Doors and people]

Stroop test
TMT A/B

0.003)

B-value: 6.76 (p =

[DSB]

B-value: 1.92 (p = 0.013)

[FCRST]

B-value: 7.55 (p = 0.032)

[Stroop]

0.014)

Only significant comparisons

were presented.

B-value: -5.11 (p

ACE: Addenbrooke's Cognitive Examination; DSB; Digit Span Backwards; Ecog: Everyday Cognition; FCRST: Free and Cued Selective Reminding Test; TMT: Trails Making Test Part.
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the remaining studies gathered data in-the-wild. Three studies used
a desktop computer keyboard, and two studies utilized a smart-
phone touch keyboard. To capture keystroke dynamics, two studies
used commercial software (“Inputlog”) or an application (“Type of
Mood”), while three studies used specially developed software or
applications (Table 2).

Types of keystroke dynamics varied among the included studies,
but all studies except one included at least one feature related to
“pause”. Specifically, features such as pause rate, pause duration,
and number of pauses per minute were common across the included
studies. Additionally, time per key, keystroke rate, and keystroke per
minute were captured (Table 2).

The collection period for keystroke dynamics varied from 15
minutes to 9 months. Two studies collected data for a single session
lasting from 15 minutes to 2 hours, one study collected for four ses-
sions lasting 20 to 45 minutes, and two studies collected data for
more than six months (Table 2).

3.4. Comparisons

In addition to keystroke dynamics, various paper-and-pencil-
based neuropsychological assessments were used to identify differ-
ences between healthy controls and individuals with MCI (Table 2).
Specifically, the Addenbrooke’s Cognitive Examination (ACE)-Ill as a
screening tool assessing global cognitive function was included in
two studies. On the other hand, the majority of neuropsychological
assessments were memory test tools (e.g., Hopkins Verbal Learning
Test and Doors and People test) and executive function test tools
(e.g., Trail Making Test Part B and Stroop test). Two studies compared
linguistic features in written texts with keystroke dynamics (Table 2).

3.5. Main outcomes

To assess the discriminant power, three studies used the re-
ceiver operating characteristic (ROC) curve, one study used analysis
of variance, and another study used regression analysis (Table 2). In
the two studies using the ROC curve, keystroke dynamics achieved
an area under the curve (AUC) value ranging from 0.75 to 0.91, with
sensitivity from 0.60 to 0.81 and specificity from 0.66 to 0.90. In
these two studies, keystroke dynamics achieved a higher AUC than
comparisons. These studies suggested that keystroke dynamics out-
performed other comparisons, indicating better discrimination for
MCI (Table 2). One study, not reporting detailed statistical values for
the ROC curve, suggested that keystroke dynamics showed a more
substantial improvement in discriminant power than linguistic fea-
tures, though not statistically significant.

On the other hand, two studies not using use the ROC curve re-
ported statistical differences in keystroke dynamics or comparisons.
One study found that patients with MClI had longer pause time than
healthy controls (F: 25.4 to 35.7, p < 0.001).** Another study found
that individuals with MCI had significantly slower keystroke speeds
than healthy controls (: 0.63, p = 0.001) (Table 2).15

4. Discussion

In this systematic review, distinctions in keystroke dynamics be-
tween individuals with MCI and those with normal aging were ex-
plored. Among the 208 articles reviewed, five met the inclusion cri-
teria, demonstrating the potential of pause-related keystroke dy-
namics to differentiate MCI from healthy aging as a surrogate of con-
ventional neuropsychological assessments. However, details regard-
ing sample size, study design, specific keystroke dynamics, compari-
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sons were not consistently presented, leaving uncertainty about the
optimal feature across keystroke dynamics due to disparities in the
analysis of the five studies.

The eligibility criteria for collecting keystroke dynamics included
using a smartphone or computer at least once a week or for at least a
year, ensuring that subjects were already familiar with their use. This
approach aimed to enable the production of keystroke dynamicsin a
familiar context, minimizing the need for subjects to make an addi-
tional cognitive effort to memorize key sequences. This is consistent
with the purpose of collecting keystroke dynamics to identify motor
decline rather than pure cognitive decline.”10141415

Data on keystroke dynamics were predominantly collected
more in-the-wild than in-the-clinic, with the aim of gathering infor-
mation over an extended period. In contrast, two of the included
studies that collected keystroke dynamics in-the-clinic completed
the collection in a single session. Four out of the five studies col-
lected keystroke dynamics in-the-wild for over sixmonths, aligning
with the findings of a previous study showing that, when capturing
keystroke dynamics in-the-wild,*® a longer measurement period, as
opposed to a shorter one, might better capture the subjects’ original
characteristics due to variability over time. Therefore, a collection
period of more 6 months in-the-wild is deemed necessary.

Three studies used a study-specific app or software developed,
while the other two used commercially available options. There
were no significant differences in keystroke dynamics features be-
tween the collection methods. However, pause-related features were
common across the four studies. Pause, occurring when cognitive
demands surpass a subject’s cognitive capacity, reflect a decline in
working memory, particularly in the prefrontal cortex. A decrease in
the ability of working memory to produce the next character or word
can lead to more frequent or longer pauses.17’18 MCI, characterized
by reduced prefrontal cortex function, results in decreased working
memory,19 impacting tasks like writing or typing that require visuo-
motor skills.?® As a result, pause emerged as a crucial feature in key-
stroke dynamics for discriminating MCI.

Additionally, keystroke dynamics were found to be effectively
distinguish MCI, aligning with traditional neuropsychological assess-
ments.”"*% This is consistent with the findings of previous studies
showing that patients with MCl have not only pure cognitive dys-
function but also motor dysfunction.21 Specifically, motor dysfunc-
tion in MCI more significantly affects fine motor skills than gross mo-
tor skills, leading to poorer performance on hand dexterity tasks
such as typing,20 which is in line with the results of the included
studies in this study.7’10'11'14'15

Keystroke dynamics have important clinical implications. Firstly,
unlike traditional neuropsychological assessments implemented in
clinical settings that may not mirror a subject’s real-life experience,
keystroke dynamics can capturea more natural state,?? implying high
ecological validity. Secondly, the potential for long adherence allows
continuous collection without additional effort, preventing missed
detection of MCl and minimizing type | errors.*®In contrast, periodic
or occasional administration of neuropsychological assessments in
clinical settings may lead to type | errors, missing critical timing for
early intervention in patients with MCI.

Despite identifying the potential use of keystroke dynamics, this
systematic has several limitations. Firstly, the number of the included
studies was relatively small, making it challenging to generalize the
findings of this study, but given the recent attention to keystroke dy-
namics in discriminating MCI, consistent results across the limited
studies are noteworthy. Secondly, even though this study revealed
that pause-related keystroke dynamics were commonly used, it was
unable to determine which features were most useful for detecting

S.-A. Lee, J.-H. Park

MCI as discriminant power across keystroke dynamics was not com-
pared. Finally, some of the included studies lacked statistical values,
and methodological inconsistencies made presenting quantitative
results through meta-analysis. These inconsistencies are notable,
with variation in statistical approaches and data interpretation, con-
tribute to the uncertainty of the current findings. To address this un-
certainty, future research should strive for methodological consis-
tency, employing ROC curve analysis with a diverse range of key-
stroke dynamics for a more robust understanding. Furthermore,
comprehensive details in future studies would enhance overall un-
derstanding and reliability of reported differences in keystroke dy-
namics.

In conclusion, although the optimal feature of keystroke dy-
namics remains still unclear due to inconsistencies across the five
studies, it was found that pause-related keystroke dynamics col-
lected for at least 15 minutes show promise in distinguishing MCI.
Despite current inconsistencies, these findings underscore the ne-
cessity for standardized methodologies in future research. If ad-
dressed, keystroke dynamics could become a valuable adjunct to
conventional neuropsychological assessment, offering a non-inva-
sive and potentially sensitive measure for MCI with an ecological va-
lidity and a long adherence.
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